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cQueé es Gradiant?

Proveedor de innovacion, con mas de 10 anos de experiencia en incubacion de tecnologia
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cQueé es Gradiant?

A\

conectividad

*Subsistemas de
Comunicaciones (digitales y
analogicos)

*loT (Internet of Things)

*Sistemas Integrados y
Onboard

Redes

inteligencia

Data Analytics y Big Data
Analisis inteligente de video

Gestion y despliegue de
infraestructura IT avanzada

Learning Analytics y
Adaptative Learning

Bioinformatica

seguridad

Seguridad de la informacion
Seguridad en Cloud

Sistemas de proteccion de la
Privacidad

Privacy by Design

Sistemas biomeétricos
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INntroduccion

Ji1 O

Jornadas Nacionales
de Investigacion en
Ciberseguridad

e Programa de Transferencia JNIC
(Jornadas Nacionales de Investigacion en

Ciberseguridad)

e Certamen de Retos Cientificos de 1ano de
Duracion (2018-2019)

~
e

ACTIVIDAD CIENTIFICA

O

e Reto: Caracterizacion de atagques a

honeypots SSH
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Honeypots, ;gqué son y para qgue sirven?

Serviclos vulherables que se despliegan como senuelo para recibir ciberatagues

R

Versatiles
Pueden emular
practicamente cualquier

servicio (bases de datos,
web, SSH, SCADA...)

Vulnerables

Buscan ser objeto del
mayor numero posible
de atagues

: "2", "sensor": "CL2017040312001"} {"eventid”: “cowrie.login.failed",
em”: "SSHService ‘ssh-userauth' on HoneyPotSSHTransport,69,91.197.232.109",
id": "cowrie.session.closed", "timestamp”: "2017-04-03T19:53:41.584605Z", e
: "91.197.232.109", "duration": 5.700988054275513, "session": "1febf82c", "sensor
n": "48be4506", "message”: "New connection: 91.197.232.109:53362 (185.61.124.150:2
": Y91.197.232.109", "dst port": 2299, "dst ip": "185.61.124.150", "sensor": "CL2¢
estamp”: "2017-04-03T719:53:41.744498Z", "session": "48be4566" "kexAlgs": [“"diffie-he
"dlffle heliman-group-exchange-sha256"], "keyAlgs": ["ssh-rsa", "ssh- dss"], "message”: "R
'src_ip": "91.197.232.109", "version": "SSH-2. 0 sshZJse 3.6 ”cmmpC:”: "none"], "se

"aesl128-cbc", "blowfish-cbc", "aesl128-ctr"]} {"eventid": "cowrie.login.failed", "username
"system”: "SSHService 'ssh- userauth' on HoneyPotSSHTransport 70,91.197.232.109", "isError
{"eventid"”: "cowrie.login.failed”, "username": "admin", “"timestamp": "2017-04-03T719:53:43
HoneyPotSSHTransport 70,91.197.232.109", "isError": O, “:re ip": "91.197.232.109", "sessi
username”: "admin", "timestamp"”: "2017-04-03T19:53:44. 1793182" "message”: "logln attemp
"isError": @, "src ic”: "91.197.232.109", "session”: "48be4506", "password”: "adminl", "s
"2017-04-03T719:53:45.235079Z", "message": "logln attempt [admin/adminl123] failed", ”sysis
"91.197.232.109", "session": "48bed4506", "password”: "adminl23", "sensor": "€L2017640312¢
"message™: “login attempt [admin/default] falled" ”5)@\cm“: "SSHService 'ssh-userauth' ¢
"password”: "default", " sor”: "CL2017040312001"} {“"eventid"”: "cowrie.session.closed",
"HoneyPotSSHTransport 70, 91 197.232.109", "isError": @, "src ip": "91.197.232.109", "dur:
"cowrie.session. connect" “timestamp”: "2017-04-03T19:53:47.403126Z", "session”: "fa0@8c6€
37500, "system": cowrle ssh.factory.CowrieSSHFactory", "isError": @, ”;yeﬂiu”: "91.197. 2
“"cowrie.client.version”, "macCS": ["hmac-shal", "hmac-md5", "hmac-sha2-256"], "timestamp”
"dlffle hellman-groupl-shal®, "diffie-hellman-group-exchange-shal”, "diffie-hellman-groug
"system": "HoneyPotSSHTransport,71,91.197.232.109", "isError": @, "src_ip": "91.197.232.1

MacBook
e ——

Registro en logs

La informacion de los
ataques se almacena
en ficheros
(estructurados o no
estructurados)

Q

Analisis manual

No ofrecen una
INterpretacion
automatica de los
atagques
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RedBee: sistema de analisis
INnteligente de ciberatagues
en honeypots

e Herramienta de seguridad basada en técnicas
de Machine Learning

e Permite caracterizar de forma automatica los
ataques recibidos y predecir su numero

. Desde donde nos atacan?
cCon qué frecuencia?
cQué objetivo tienen los atagues?

O O O O

e Ofrece una interfaz sencilla e intuitiva
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RedBee Arquitectura del sistema

Spa
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Predictivo

@ python’

m» elasticsearch
A 4

Modulo Analisis
Inteligente
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RedBee Médulo de Preprocesado

2018-03-27T10:06:24.381749+0200 [SSHChannel session (2) on SSHService 'ssh-connection’ on
HoneyPotSSHTransport,52145,178.62.44.104] Terminal Size: 24 80

2018-03-27T10:06:24.993389+0200 [HTTPPageDownloader,client] Not storing duplicate content
8871bt7645c132b73t7d16c22et5c643teb6c3de6537196FFe78127329a2e3c94
2018-03-277T10:06:24.995200+0200 |[HTTPPageDownloader,client] Command found: perl /tmp/y.txt

e Extraccion de variables: versidon SSH, login correcto/fallido, usuario, contrasefia, IPs, dominios,
hashes de los ficheros, etc.

e Creacion de variables: numero de intentos de login, tiempo entre intentos, tiempo total,
geolocalizacion de |IPs, distancia de Levenshtein, salida VirusTotal, etc.

e | enguaje de programacion: Python
www.gradiant.org




RedBee Maédulo de Analisis Inteligente

|
A0
e Méetodo no supervisado basado en técnicas clustering % .
%,9 >
e Algoritmos: g,
o DBSCAN 9
o Mixturas de Modelos Gaussianos N
o K-means -

e Lenguaje de programacion: R (integracion con Spark)

www.gradiant.org b



Number of attacks
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RedBee Médulo Predictivo

May 2018 Jul 2018 Sep 2018 Nov 2018 Jan 2019 Mar 2019

Time (days)

e Serie temporal: numero de atagues por dia, horizonte de prediccion a /7 dias

e Modelos:
o Autoregressive Integrated Moving Average (ARIMA)
o Autoregressive Random Forest
o Generalized Additive Models (CAM)

e Lenguaje de programacion: R
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RedBee Mdédulo de Visualizacidon

Port scans Failed logins Successful logins

e |nterfaz grafica basada en la integracion de dos
herramientas:

o Shiny: permite desarrollar aplicaciones
INnteractivas basadas en R

o Kibana: se utiliza para la visualizacion y

exploracion de datos almacenados en
ElasticSearch

ccccccccccccc
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RedBee bemo

RedBee platform

Summary
Login behaviour

% Internal behaviour
Prediction

= Rawdata

© About

- Summary B Credentials

Honeypot

CL2017

Received connections

25,423

Summary of the connections

& SSHversions [ Characterization

Date range

2017-04-01

4,269

MacBook

Failed logins

14,795

Login succeeded (25.01%)
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https://redbee.gradiant.org:3838/
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